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Human Factors and their impact on Plant Safety

Because Safety is not found in a Box
Luis Duran Global Product Manager Safety Systems and Security -
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Paradigm Shift in Industrial World

1 Industrial revolution

follows introduction of water
and steam powered
mechanical facilities
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electrical-powered mass
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3 Industrial revolution

uses electronics and IT to
achieve further automation
and manufacturing
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Paradigm Shift in Industrial World

Generation Shift

Human Centred Design

Technological Development
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Benefits

I educated

I multi-tasking generation
I collaborative

Risks
i lose of knowledge
i lose of experience

Benefits

I human centered solutions

I personalized ergonomic

I meaningful work place

I flexible and collaborative WE

Risks
Tfits not Nnone
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Benefits

i less operators

I remote access

i centralized in one place
T automation

i combined DCS Systems

Risks
I @yber security automation error one

operator, many processes far away from

process
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Industrial Demands for the Operator

alertness o decisions
well-being

efficiency healthy WE -educe fatigue

alarm managment

=

reduce error
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Plant Operations: Optimization potential or risk factor
US$ 20 billion (5%) annual loss in the process industry (1)

m People
® Equipment

= Process

USS$ 20 billion (5%) annual loss in the process industry (1)
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Why control systems go wrong and how to prevent failure
All Lifecycle Steps matter

m Specification

® Design and Implementation
Operations and Maintenance
Installation and Commisioning

Changes after Operation
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Technology and Humans
Technology is a tool for Plant Operations
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Human Factors Issues
Technology as a tool for Plant Operations

Purely Human Impacted by Technology
Organizational change and transition management Ergonomics:

Safety culture and blame I (a) design of interfaces

Staffing levels I (b) health ergonomics

Fatigue from shiftwork and overtime Alarm handling

Communications e.g. shift handover Training, competence and supervision

Maintenance error
Compliance with safety critical procedures
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Corporate Vision and Culture
Framework

Safety Culture

Explicit statement of company culture

Framework to fAlive the visiono
Communication of vision and values

Verification of the effectiveness of the communication

Clear Risk Management Strategy
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Graphics Design: fast reaction, elimination of disturbances
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Alarm Handling

Avoid distractions and improves Operator response

Allows for continuous analysis and optimization to avoid nuisance
alarms

Helps the operator to focus on the important events in the process
Promotes rapid operator evaluation and speedy response
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Ergonomics
Efficient and motivating

Harmonization despite heterogeneity

T Integration of different information

T Integration of different groups of people
T Situational environment

T Organized
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IEC 61508 and IEC 61511 Requirements
Competence requirements are not new

IEC 61508

IEC 61511

Those organisations or individuals that have

overall responsibility for one or more phases of the
overall E/E/PES safety lifecycle, shallé € € é s pe c i
all management and technical activities that are
necessary to ensure that the E/E/PES SRS achieve

and maintain the required functional safety

In other words a Functional Safety Management
System

Persons, departments or organisations involved in
safety lifecycle activities shall be competent to carry
out the activities for which they are accountable

[CUBEs T

IEC
INTERNATIONAL
STANDARD
¢

sector —
Part 2: Guidelines for the application of IEC 61511-1: 2016
Sécurité fonctionnelle — Systémes instrumentés de sécurité pour le secteur

des industries de transformation —
Partie 2: Lignes directrices pour Fapplication de I'EC §1511-1:2016
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AMERICAN NATIONAL STANDARD

ANSI/ISA-84.00.01-2004 Part 1
(IEC 61511-1 Mod)

Functional Safety: Safety
Instrumented Systems for the
Process Industry Sector - Part 1:
Framework, Definitions, System,
Hardware and Software
Requirements

Approved 2 September 2004




0

Systematic Failures and Capabilities
Impact of Human Factors in System Engineering

Systematic Capability

Measure of the confidence that the systematic safety integrity of an element meets the requirements of the specified Safety Integrity Level (SIL) -
Expressed on a scale of SC1to SC 4

Safety Function(s) are applied in accordance with the instructions specified in the e | e meSafety Manual
Determined with reference to the requirements for the avoidance and control of Systematic Faults

Systematic Safety Integrity

Part of the safety integrity of a safety-related system relating to systematic failures in a dangerous mode of failure
Systematic Failure

Failure, related in a deterministic way to a certain cause, which can only be eliminated by modification of the

i Design

i Manufacturing process,
i Operational procedures,
i Documentation

i Other relevant factors
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Generation Shift: Old vs. Young
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40% will retire in less than 12 years Attracting the young generation into the Control Room
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From Control Room to Control Center
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